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= reats to Network Security

j'_egal Aspects

- = How Governments Can Help

WWW.ISCPC.0rg




eatione able Protection Co
e ([Crie) N
WOdamembersyncludesallimajon communications.

S OMPanies from 53 econemies

littee

= ";?;_- national legislation and help to ensure that submarine
cables are fully protected

— \We promote awareness of how a large proportion of
the global economy is now totally dependent upon the
security of the submarine cable network
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Source: U.K. Cable Protection Committee & Alcatel-Lucent Submarine Networks
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WSiensational Submarine Cable Network
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Source: Global Marine Systems Ltd
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StibniarierCables & the In

T Al —y sl
‘ Jrerz [ianseceanic fi e
AceblENnstalled '_mrn’mns]

‘12 Iriters) e ese J /\/orlrl \/\/jrle

WY eb (V) ced!

&
ologles

corrglinfeniee) h other

_‘-'u

Tria tywe g e eﬂ
;\?

oerreng/

= ]

._- E

— he ¢ j ng network of fibre-
= __,gfiéﬁf""c arine cables enabled
jf--ﬁ arge volumes of voice & data
— Jrafflc to be rapidly carried

—_—— aro_un_d the globe

" _ The Internet made data &
Information: accessible & usable
for many purposes

= The world changed!

1000
800
600
400

200

<« First Transoceanic Fibre-Optic C&able

1980

1985 1990 1995 2000 2005 2010
Year

Source: Internet World Statistics
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bmarine Cable Secufity’ w

= ’_:E Jsubmarme cable network is designed to
= e resilient, however there are several
- threats that can cause major disruption to
the glebal economy
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)] f External Aggressi

5 Fishing — alfe]y

]'fJf‘]fJP‘rJCé Ui Il elet
regiriciae J re InIV|duaI
0] s .

R

l-ﬂ.

o Anchors - eleie/lieg
IICIHERCE but can
jmr :’e‘-t several cables

N Jatur (e.g.

earihquakes) low
“incidence but can
Impact multiple cables

3

.=

B FisHinG acTvTy -
B wucrorace
[ serasion

[ nATURALAGENT

60 B orhER AN ACTIVITY Fishing
[] unknowNOTHER

1960 1970 1980 1990 2000

Cable faults caused by external aggression
demonstrate the impact of human activities

Base data provided by Tyco Telecommunications & Global Marine Systems
Published in Wood & Carter (2008) IEEE Journal of Oceanic Engineering
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ear#1 - Fi;’ﬁ‘ﬁ“_ng ACtIVILY.

e =

Cable damaged by trawling gear
Source: Tyco Telecommunications
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ProtectiigiCables from Fishing Activitys
Best lndustny. Pract —

- ——

fuiatessaiestrcaplereuie
_ b St cable type for each part of the route

| . ble Inte the seabed wherever possible

n cable awareness programmes

\ﬂde 241 telephone support so that a ship’s crew
,canea5|ly seek guidance If their gear Is believed to be
caught on a cable

= \Viake Governments aware of the problem and
encourage formation of cable protection zones

WWW.iscpc.org




&)

=0 CELE S ermen about the |mportance of

1lje mrlrJL‘"
. Jmu el ent tougher cable protection regimes

S|der creation of Cable Protection Zones

T'E Ure that the law is enforced
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E'Protection Zone Example
Mapﬁ Southern Pruta-:tmn Znnu Detail J r

""" S Australian Government has
[Sedi the strategic
IMPErtaNCe ol sulmarine canles

.. = Protection zones designated for
N T Southern Cross & Australia-Japan
' cable systems

g,
e

= /Zones are 3.7km wide & run to
2000m water depth

0 = High risk operations banned &
B e 5 low risk activities restricted

= Criminal penalties up to
$A330,000 &/or 10 years prison

Source: Australian Communications & Media Authority
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Tyco Telecommun

Source
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ProtectiieiCables fiom Ship Anchorsis
Best lndustny. Pri ——
-

ROErcables outside, designated anc_hora areas

aificl poriElgyreEieg)e

PlBViErcable overlays for port radars

Use / r\lL'rfe"_ ldentification Systems (AIS) to
,orom eary warning systems

port authorities and shipping industry

J I\%Iak"ljr'nise diversity between cables to minimise risk of
multiple failures

= Bury cables to sufficient depth where feasible

= Make Governments aware of the problem
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= Ship Anchors: il
How Governr nent "l‘:_'_-l’n'. ! To—

2

rrlrjlj_r.grur g the appllcatlon of AIS and closer
ernJJon vi 1 sulbbmarine cable industry.

Jelgm e shlpplng Industry to be aware of the
& of dragging anchors whilst underway

—

'-‘-'-~Co‘r;fs_ider creation of Cable Protection Zones

= Ensure that the law is enforced
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Areat #'S'I-"Plracy

= J fﬂ.’ehﬂ e_.Ca 3 5\/S
EREXAENISI) er maed b
sledBtionsicommittedby 8 -
S JJfJJ. \/e::; in 2007

S,
Il

IIENTHBLVE S u'r'e very of copper
SOIIIEIHENLS IJrJrL ‘;a state program

Actions el ol *Ical under UNCLOS
_IOO/_IO_I. and \ fé_)late UNCLOS 113

e

= These e CIOE 1ts were unprecedented
—Tnt 'Tﬂ'“-l_story off submarine cables
, and:caused tremendous disruption to
-r-'the "telecommunlcatlons network

There IS potential for exceptionally
long outage if remanufacture of
equipment is required to bring any
depredated cable system back into
service
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en teﬂ“hﬁeft of Cable & Eguipmént

—— i

w5 Cableship Jeft the end of ..

‘cable attached to a buoy:
and returned to port for
operationall reasons

= Returned a week later to
find that this trawler had
retrieved the buoy (the
yellow object in the photo)

= Several hundred metres of
mooring line and 300
metres of submarine cable
were found onboard

Source: Tyco Telecommunications
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‘Protectne Cables from Pir% -
s -

—
T.an F
11D

tGo SrRAmeEnt
ALEC FESPONSE

N) rmr

e

-l Je\/e]g 2L pPloLece .mnpo g
J\—*fJ(JeSGGiV [Je ¢ <If]0
[IRE EVe ENt Of pirate attacks

A gzt of the protecol, provide a single point of
COfIEElE #or cable owners to call in an emergency

.Jac Qy naval forces to help protect submarine cables

“Undertake naval exercises & war games Involving
the supmarine cable industry to test protocols in an
" international setting

= Extend international law to protect international
cable systems and cable ships from hostile acts, e.g.
these committed by pirates or terrorists

<

—
—
.-'.-

sl
I| lx‘ ‘f{ﬂ'. L
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SR ables & the Envire

-
y —

( e'J/ Astaliedl fikre-op
Ele Jles rlave rletirEl o oemgm
ffect g m;l,j,u' envirae

= 4
i

Thejr Sigeills ﬁ ameter Means
“fogtoripes -Small especially
WIHEIIC Qﬁfje te submarine
oJoeh 25,

= e rﬂsed of non-toxic
= aterlals Stable In sea water.

—---":-...._.-

= Provide substrates for marine
- organisms.

Seabed disturbed by burial,
recovers.

ATOC/Pioneer cable with marine life on
& close to cable

Courtesy: Monterey Bay Aquarium Research Institute
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- —

—_— — e — j—

ugmrlrf earthquakes & Iandslldes

\/\/aves ocean currents;

TS J_us ml and storm surges,

L __ ._

i-i(ﬁj_eme weather (e.g. hurricanes);

—

= -
E—

lecebergs or volcanic activity;

Climate change.
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rlgnlefenlel;
Vigjey*Disruption. Lo the CabledNEtwort

i
b
N 7

%)
):.‘Y | /

2006: An Eartiguake that.Gaused

-

China

Submarine
landslides &
ytelity_current

LEYLL g
1|II'|| ALK

= Submarine cable

Philippines

Source: Global Marine Systems Ltd



¥ Okinawa
Trough

Modified from Source.: Anderson M., U. Arizona Geosclences

06: What Happened?

el

o

Eﬁ&ﬂhqu&ké‘_‘fﬁgggred submarin

—————
a——
i

janeslices neaisjunction on 2.
" " ol . L

LLandslides caused turbidity
current that flowed over 330 km
& broke 9 cables in sequence.

From the timing of breaks, the
average speed of the turbidity
current was —20km/hr.

Damage occurred in water
depths to 4000m & some cables
covered with mud from current.

Cable repairs involved 11 ships &
took 49 days.
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Simulation of Turbic by, CUlfEntes

Subaqueous Debris Flow

sheddlng a turbldlt:f curren




JCAUIN' 20067 Repercussions:

o—

Internet linking China, Hong
eRepVietnamy Chinesesaiper -
«——Network Outages Singapore, Japan & Philippines
was seriously impaired.

Banking, airline bookings, emalil
& other services either stopped
or delayed.

Financial markets & general
IIII 5 commerce disrupted.

1226 1226 1227 1228 1°ma 1omn k]| oo 0102 0103 0104 01

IR TR L e  Although most traffic quickly re-
I o 2007 routed via undamaged cables,
some delay apparent 2 months
after earthquake.
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elimate Ghange

s underglenal warming:

= Risifig) sl Jeve due to
trigrnrel 2 eEly S]‘Dn Off ocean
& melrmg J( 2 3l sheets,

egj W nds & related
Wl ve/_J rrent activity.

"_—-|- -\_._q—-'_
-l-l'_._ e

ﬁ'i'ense hurricanes,

_,-- _.-r- — -

= ﬂ'cyclenes typhoons.

.4;‘ &
Ty
s

- .»_\3,'_\ ;{\.‘

B

_ Changes in marine e
activities, e.g. fishing.
Warming trends in Antarctica 1957-2006

Red equal to 0.25°C warming per decade
Courtesy Earth Observatory NASA
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SalvlerProtection & I\/Iarlne Sangya gg
r *#%' -
B Caigla e

PIOLECHION ZONES Calf SEnvera dual
IBIIIPSE Y ECting as mearne sanctuares to
ereverbiodiversity & fish stocks.

JIOIIE Effective, each zone must have a
_ flelg) at that Is suitable for marine life and the

il =

= 70ne must exist long enough for ecosystems

=
--te develop

Strong policing against illegal fishing essential.
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“S@able Repairs

—

SEIIERGVAESS Malntain guaranteedraceess to
suicevicallyzlocated specialist: ships that can

TR ———_ i —

MOEBIISENOI 2 cablerrepair within 24" Aours:

Source: Alcatel-Lucent Submarine Networks :
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B
::_-::"’_a- ?J/G@ Telecommunications
= — f

p——— — - .—r— =

=ISHERMER

oM epErational
jlle) JmoverJg moere
U .,4..) fishing vessels

el radiu “hgl; =
- 2t 7 T:C}tha S'e A %..-.

. More thﬁn 10 were Wlthm-
a mile of the cableship,
causing interference with
the cable operation

= Some fishing vessels
approach far too close,
risking collision &
entangling nets



Source: Tyco Telecommunications

—

Thrs fishing vessel approached within 5 metres of a
cableship that was engaged in cable operations

'm

= |ts crew did not respond to radio & physical warnings
= The vessel left only after a warning flare was fired
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7+ 6 - Permitting Delays
SEINENStAES IeguiE pemit
sEIIIENEPAIIf Operationsiare al

od before
owed' to start

-
. ‘
~ )

SRS "duces a delay, whichi can be significant
AN Y elay Increases risk of multiple cable failure

| _1___\: ] ﬁple cable failure can cause major disruption
t@ the telecommunications services in the region

= There is no legal or practical reason for requiring
permits before repairs are undertaken
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PErMIt Delay Example

R

' IR Ferrternal/EEZ Waters:

] . - i —

\ s o --_,- I o AFF "g* — y >
VINISU/ROISLION: 28 days
]\/]mbrr/ f Defence

fissrequired for

14 days

S[IECTIT ,ierlod Licence 14 days

1 oastal Conference 14 days
- 1 Temporary Importation 3 days
| ;- Jmportatlon Duty — Consumables 3 days
=/ Naval Security Inspection 1 day

Minimum period to obtain permit for repair = items 1 + 5 + 7

— 32 days delay

Note: Pre-clearance may reduce delay to 16 days www.iscpe.org




eI DEIay Exam'ple H2. S Sﬂi_,

LiEiengehun earthguake 1n 2006, resulted in 21
L0 mrlrm’ 2l ENEIL '

13 gisevere disruption to telecommunications
the SE Asian region

epalr PEermits were required in an area where
e are conflicting maritime boundary claims

:- ‘ms caused significant delays to the start of cable

- repair operations

= One Gevernment caused further delay by increasing
its permit fee without notice
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Submarine Cable Repairs
Beyond China's Territorial Sea
January 2005 - June 2008
ATET - 15 June 2008
4

Motes:

11 Distances shown are measured from Baseline.
2) Baszeline data from Global GIS Database
maintained by General Dynamics Advanced
Information Systems.

3} All repairs shown are outside Territorial Seas.

%ﬁﬁ:ﬂgming

L Repairstseyond China’s Territorial Sea
i

January 2005-June 2008

Yellow Sea
00012000

g
SMW3 S1.4 372806 ;
137N, depth 262 ED &

APCN-2 S3 111706
150N, depth 213"

i

CHUS N1 20107
144NM, depth 249"

CHUS N1 43005
TIBNM, depth 233
i

CHUS N1 51908
225NM 1,329

M“ -
Shanghai™]

Nanhui

FLAG P3 427105

—— CHINA_US
— SIVW3
— FLAG
—— APCN2

Submarine Cables 15NI, depth 170

APCHN-2 S3 4/06/05
188NM, depth 3227

o

SMW-3 51.4 3/4/08
42N, depth 2000

SMW3 S1.4 3720007
145HM, depth 249"

CHUS W1 3:28/06
147NM, depth 246"

Ckinawa, Japan

Source: AT&T WWW.iscpc.org



$Siip Operator’s Prident Apprioach’
A
J btalnlng a permTt'from ene nation,

loleJm ISHICVEMIELTINGPPIIOACHEMNS PO ——
Jlmrrl of glele bourlng nation due te'lack of
o~rrmrh It became: clear that area was disputed)

rlzlvigle ge -cableshlp detained by authorities Is a
rJJfg,.a at Ship operators will not take

- 1t locations are sometimes uncertain
Natlons requirements & agencies change

- So, for every operation near any country’s
territorial sea and extended area, we must have
our lecal representatives ask whether a permit
(or multiple permits) are needed
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=ACHILEe repair of international cables 0)Y
relnifarelmle) duty of all Nations to ceoperate in
epairs

.__,

[T {e aII iepair permits/licenses/fees/guard
= Dboat Lrieguirements for all repairs to international
— F"f- 9les beyond territorial seas

Accord cable repair ships innocent passage status
for the purpose of undertaking repairs in
territorial seas

= Ensure that the law Is enforced

"W—

Ihll

7- _p.-l'
=

e
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Ables & Internationaltlt

IHENINPOtANCE of 'igr tienalfcommunications te
EREAESHIEERNECOIZECRS ERSHAET N
pieiigetional law since 1864

SuomrlrL cables are covered by the United
Na ru Sonvention on Law of the Sea (UNCLOS)

=

,_-_i;_f |

I ave a priority status under UNCLOS,
_,_,j;p.a}r_f" c_uIarIy In/ International waters

-'-_" Sph*i'r_)s engaged In the laying or repair of submarine
cables have protected status under rules of the sea
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NCLOS» 1 ’
Avicie 2. 1(c):

ey zipiel euJatlon 0 coastal state relatlng to
GEEND orsse e

Aviticle 51.2:
_,<1erg ﬁeements traditional rights and existing
Juomrlrl cables

. r\rrJr'
= Righ and dutles of other States In the exclusive

HOmIC Zone

= Amcle 79.2/5:
- Submarine cables and pipelines on the continental
shelf

= Article 87.1(c):
Freedom of the high seas
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INCLOS - 2 —
Wit 112 1#

RICION 2y SUIMAINE CABIES &

0 PIPEIINES

aIecler113:
Jrerwru r njury of a submarine cable or pipeline
S AL EZ_L'

Sreaking or Injury by owners of a submarine cable
- —Jr‘c ellne of another submarine cable or pipeline

_;jf""Amcle 115:
~  Indemnity for loss incurred in avoiding injury to a
- submarine cable or pipeline

= Article 297(1)(a):
Limitations on applicability of section 2
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ARTICLE 112
R]g'r LC Layﬂg'mvarlﬂ

1. All Stz tes are entitled to Iay submarine
cc\olm and pipelines on the bed of the
e Lseas peyond the continental shelf

. __i—' i T
==

=nr '|cle 79, paragraph 5, applies to

-

am

T:-

S —— o
_._::w —
e

== sUch cables and pipelines
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ARTICLE 78: —
atilis ofihﬁuperjacwaﬁ:ﬁ'

WiENiohits, of the coastal state; over: the
continental shelf'do not affect the legal
SLALIS O the superjacent waters or of the
rurs ace albove these waters

= : Zhe legal exercise of the rights of the

coastal State over the continental shelf

- must not infringe or result in any
unjustifiable interference with navigation
and other rights and freedoms of other
States as provided for in this Convention

WWW.iscpc.org
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" S Articlesvor
Stilmarine Cables & Plpehnesff?”

F\H St aies are entitled to Iav submarlne cables
ericl glgelifles drltaie copll al shelf, n
o010 ance With' the prowsmns ofthis article

SUY Je it its right to take reasonable measures
'Ur tErExploration of the continental shelf, the
2 @ltatlon ofi its natural resources and the
0 ev_entlon reduction and control of pollution
=firom pipelines, the coastal State may not impede
the layving or maintenance of such cables or
- pipelines

3. The delineation of the course for the laying of
such pipelines on the continental shelf is subject
to the consent of the coastal State

"
---—_.__.
e

l"'

.,.._.
-—“"
:Il'
—a
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.~ Article./9: R
stiiarine Cables & 3|pe,1.u:@g,-..‘?.E

J\Jorrmo I3, this: Part .affects ihe rlght ofi the: coastal
‘,,,_,; Esl ONEIGRSHTOITCAIES O PIPEINES
ENNONits territory or territorial sea, or its

jums IJ joniover cables and pipelines constructed or
dhi connection with the exploration of its

-I
"-—_--

it __ental shelf or exploitation of its resources or
é'()peratlons of artificial island, installations and
structures under Its jurisdiction

When laying submarine cables or pipelines, States
shall have due regard to cables or pipelines already.
IN_position. In particular, possibilities of repairing
existing cables or pipelines shall not be prejudiced
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- " ARTICLE 58: p—
RIghsy&s Duties, oft Other. [T EEZS
. -

e

—}

—
— = e
=

IREREXCILISIVEIECoNBMICHZoNE el States, WhELE
roruzgnl o1 land- locked, enjoy, subject to the relevant
orovbms of this convention, the freedoms referred to in
AIICIEG T of pavigation and overflight and of the layina of
sivimaiine cables and pipelines, and other internationally
_ Jrnj _uUses of the sea related to these freedoms, such as
- f——_ ose associated with the operation of ships, aircraft and
.5:_—'

“submarine cables and pipelines, and compatible with the

~ other provisions of this Convention

=

=
i
—

i

2.  Article 88 to 115 and other pertinent rules of international
law apply to the exclusive economic zone in so far as
they are not incompatible with this Part

WWW.iscpc.org




Ilieat £/ — Failure to Enforce,ﬂia@

SEINENCOAStAl States oot comply With
IINEIN@STBECAUSE they:

TEEGIe permits, fees & guard boats for
reoru' feyond terrltorlal seas

___Ff to ‘enact domestic legislation to protect
f{.:‘s—g{qmarme cables

= Fail to update existing legislation to comply
with UNCLOS

= Fail to enforce existing legislation
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= Ensure that international & national law Is
enforced
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Summary ﬁ_...

51orrrr ine c,:fl"‘ fleltis e e oereligs el
ofels I9ned to Pe robust and reS|I|ent

naintain an infrastructure that is vital to
I economy and society

—= Coordlnated efforts between the cable industry and

-' Governments are required to ensure maximum
protection
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Way Fervard =
epVEImments canthelp by:
IR INGRUNCILOS comys jantlaws (WHERE NBNE

JJr) ziflel & cing T

Al ishir g a smgle POINt of contact for cables within

i
Jvemm”' ts oK addressing repairs and any: other
TIENgEnt

-ﬁ-'

Jr*ve %‘pmg testing and practicing emergency
el limerresponse procedures with industry
fticipation on an international, bilateral or
ul’ulateral basis for threats to cables and repairs

e Dlscontlnumg the requirement for repair permits, fees and
- guard boats

= Considering the establishment of zones and/or regulations
In accordance with international law to better protect
cables
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e
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M Sielve Jrew ICPC Executive Member)

SENION Mrnr]tt@ a:rlne Liaison

r/r uau,; 0] ml]TTICﬁIIOﬂS (US) Inc.
-7-” “Mount Ke K'mble Avenue, Suite 100S
omstﬁwn New Jersey 07960

- -—U'm‘ted Stgtes of America

Tel: +1 973 656 8228
Email: scdrew@tycotelecom.com

VicteraaUnversity,
POIEoX 6008

Antarctic Researnch Centre -
G

Wellington 6001
New Zealand
Tel: +64 4 463 6475

Email: Lionel.Carter@vuw.ac.nz

Mr. Doug Burnett (ICPC International Cable Legal Adviser)
Squires Sanders & Dempsey LLP

31st Floor

1095 Avenue of the Americas

New York, New York 10036

United States of America

Tel: +1 212 407 0150

Email: DBurnett@ssd.com

General Enquiries to ICPC: +44 1590 681673 Email: secretary@iscpc.org

WWW.ISCPC.0rg



mailto:mick.p.green@bt.com
mailto:scdrew@tycotelecom.com
mailto:Lionel.Carter@vuw.ac.nz
mailto:DBurnett@ssd.com
mailto:secretary@iscpc.org

	Submarine Cable Protection Information Sharing WorkshopSingapore - 13 April 2009
	CONTENTS
	International Cable Protection Committee(ICPC)
	Typical Submarine Cable System
	International Submarine Cable Network
	Submarine Cables & the Internet
	Submarine Cable Security
	Threat #1 - Fishing Activity
	Protecting Cables from Fishing Activity:  Best Industry Practice
	Protecting Cables from Fishing Activity: How Governments Can Help
	Cable Protection Zone Example
	Threat #2 - Ship Anchors
	Protecting Cables from Ship Anchors: Best Industry Practice
	Ship Anchors: How Governments Can Help
	Threat #3 – Piracy
	Attempted Theft of Cable & Equipment
	Protecting Cables from Piracy: How Governments Can Help
	Submarine Cables & the Environment
	Threat #4 - Natural Hazards
	Cable Repairs
	Potential for Interference from Fishermen
	Threat # 5 – Interference during Operations
	Threat # 6 - Permitting Delays
	Permit Delay Example #1
	Permit Delay Example #2: SE Asia
	Repairs Beyond China’s Territorial SeaJanuary 2005-June 2008
	Ship Operator’s Prudent Approach
	Cable RepairsHow Governments Can Help
	Submarine Cables & International Law
	UNCLOS - 1
	UNCLOS - 2
	ARTICLE 112: Right to Lay Submarine Cables….
	ARTICLE 78:Legal Status of the Superjacent Waters......
	Article 79: Submarine Cables & Pipelines……   1
	Article 79:Submarine Cables & Pipelines……   2
	ARTICLE 58:Rights & Duties of Other States in EEZ
	Threat #7 – Failure to Enforce the Law
	Failure to Enforce the Law : How Governments Can Help
	Summary
	Way Forward
	Contacts

